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Abstract 

The background of this research is how to detect the authenticity of a video using exit which will 

be able to determine which video is original and which video is fake. With this forensic analysis, 

the previous data will be opened and will provide clarity to data seekers. The method used in this 

study is to use the Exiftool method, by comparing 2 MP4 format videos by turning off the 2 

videos, it will be known which video is original and which video has been changed. The problem 

in this study is how to prove that the video is the original video and has not been converted into 

another format or there has been a change in color and others, therefore this research will prove 

through the forensic data contained in the video. The purpose of this study is to prove that there 

are changes that exist in a video by comparing the two videos, the version has not been changed 

and the version after it has been changed. With this comparison, it can be proven that something 

has happened to the video based on existing forensic data. 
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INTRODUCTION 

The rapid development of technology 

in this modern era also opens opportunities for 

new types of crime, one of which is 

cybercrime. Cybercrime is a criminal activity 

carried out using computer network 

information system technology whose purpose 

is to gain profits at the expense of other 

parties. 

Cybercrime has various forms and 

forms, one of which is the dissemination of 

hoax information through manipulated videos. 

Video manipulation or video editing is very 

easy to do using video editing software that is 

currently widely available such as Adobe after 

Effects which allows users to edit or insert 

images into videos. This is what criminals take 

advantage of by inserting false information 

into videos with the aim of causing disputes or 

deceiving someone. 

Hash is an algorithm that can convert a 

message into a series of random characters 

with a fixed size. Hash is a cryptographic 

technique whose function is to encrypt or 

secure data with an encoding method. The 

most commonly used hash algorithm is MD5 

with a 128-bit hash value. 

The purpose of developing this journal 

is to analyze the authenticity of a video not 

only through metadata analysis techniques but 

also using hash analysis techniques contained 

in videos. Analysis of the hash contained in 

the video will use the Forevid tool which is 

expected to facilitate the detection of the 

authenticity of a video. 

Basically cybercrime includes all crimes 

related to information systems, cybercrime is an 

action or incident related to computer 

technology. Where one person benefits at the 

expense of another, cryptography is a technique 
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of securing information and communication 

through the use of codes so that only the person 

intended for the information can understand and 

process it. 

MD5 is a development of the previous 

message digest algorithm MD4, MD5 

designed by Ronald Rivest in 1991, he wrote 

that this algorithm takes as input a message of 

arbitrary length and produces a 128-bit 

'fingerprint' or 'message digest' output. From 

input it is thought that it is computationally 

impossible to generate two messages that have 

the same message digest, or to generate any 

message that has a predefined target message 

digest. The MD5 algorithm is intended for 

digital signature applications, where large files 

must be 'compressed' in a secure manner 

before being encrypted with a private (secret) 

key under a public key cryptosystem such as 

RSA. 

 

RESEARCH METHOD 

The old research method is to use 

several methods to explain in detail the steps 

used to conduct aresearch and explain the flow 

of the system used, namely Exiftool. 

The research method developed was 

started by preparing two videos in mp4 format 

that had been edited and an original video that 

had not gone through the editing process. Then 

the two videos are compared with their hash 

values using the md5 method. The comparison 

is done using the forensic video tool Forevid 

where if the hash comparison result is Hash is 

valid, it means the video is an original video 

without any editing process, on the other hand 

if the hash comparison result is hash is invalid 

then the video has gone through the editing 

process and is not an original video. 

 
Figure 1. Hipotesis Model 

RESULT AND DISCUSSION 

From the research results obtained hash 

comparison results from the two videos, 

namely videos that have not been edited and 

videos that have been edited. In unedited 

videos, the hash comparison results show that 

the hash is valid, which means that the video is 

really the original video without any editing 

process, while the edited video shows the 

result that the hash is invalid which indicates 

that the video has been edited. The following 

is the result of hash comparison of the original 

video and the video that has undergone the 

editing process. 

 
Figure 1. Comparison result of the original 

video hash 

 
Figure 2. The video hash comparison result 

has been edited 

The following is a flowchart, use case, 

and activity diagram of the video authenticity 
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analysis research process using hash analysis 

techniques. 

 
Figure 2. Hash analysis flowchart 

Figure 4. Video hash comparison use case 

 
Figure 5. Activity hash comparison diagram 

 

CONCLUSION 

The purpose of developing this journal 

is to obtain another method of detecting video 

authenticity other than through metadata, 

namely by comparing the hashes contained in 

the video using the md5 method and using the 

forevid tool. The result is that this method is 

successful in detecting the authenticity of the 

video from the hash comparison results 

obtained from 2 videos, one of which is a 

video that has been edited or faked. 
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